[bookmark: _GoBack]MFA Next Token processing under Top Secret. After 3 failed attempts to logon using a bad RSA(pin+token) I was put into RSA Next Token Mode. Now I am logging on using my valid RSA(Pin+Token):
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After entering my valid RSA(pin+token) I receive a message that I need to enter my "Next Token" during my next logon attempt.
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Entered in my RSAcode using the next token.
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My Next Token was accepted and I was successfully authenticated by RSA.
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MFA Next Token processing under RACF. After 3 logon fails and one using correct RSA(pin+Token) the AZFMFA (Ibm MFA service task output showing that I am in Next Token mode. NO where are any messages displayed during the logon process telling me that I am in Next Token mode, or that I needed to enter my Next Token to be authenticated successfully.
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logged on using my full RSAcode Stll no displayed messages or prompts.
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My id is still in Next Token mode.. only noted in the MFA task output log but still no display messages or prompts asking me to enter my Next Token.
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Another Logon attempt. This time I use only the next displayed RSA Token value. 
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MFA finally accepts my Token and I am successfully logged on. Again no messages indicating that I was successfully authenticated by RSA.  
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SDV54 UTPUT DISPLAY AZFMFA  S0111330 DSID 101 LINE 1,069 GOLUMNS 02- 81
COMMAND INPUT ===> SCROLL ===> CSR

20200227160225. 006872 AZFSIDP1:SDTrace: CheckServerAddress: server 0 detected fr
20200227160225. 006876 AZFSIDP1:SDTrace: Entering decrypts_ok()

20200227160225. 006879 AZFSIDP1:SDTrace: decrypt_packet() decrypting len=544
20200227160225. 006905 AZFSIDP1:SDTrace: Entering check_trailer()
20200227160225.006910 AZFSIDP1:SDTrace: Leaving check_trailer()

20200227160225. 006914 AZFSIDP1:SDTrace: decrypts_ok() Y0x372D9000° V5 message: A
20200227160225. 006918 AZFSIDP1:SDTrace: Leaving decrypts_ok(), result=TRUE
20200227160225. 006922 AZFSIDP1:SDTrace: set_load_balance_event() data received o
20200227160225. 006926 AZFSIDP1:SDTrace: CheckResponse() Y0x372D9000° OK - length
20200227160225. 006930 AZFSIDP1:SDTrace: DoNetTODone() Y0x37209000° - (state
20200227160225.006934 AZFSIDP1:After DoNetIODone, mgtState=2012, userState=4, st
20200227160225. 006937 AZFSIDP1:continueAuthTransaction: STATE_GHECK_DONE
20200227160225. 006940 AZFSIDP1:continueAuthTransaction: output state MGT_GET_NEX
20200227160225. 006943 AZFSIDP1:AZF3002W: User must provide next tokencode

20200227160500.028817 STCMAIN:AZF21311 AuthTxn pruned from PCTable (1)
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TIISB47AT USERID DR PASSHORD IS INCORRECT OR NOT AUTHORIZED
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SDV54 UTPUT DISPLAY AZFMFA  S0111330 DSID 101 LINE 1,202  COLUMNS 02- 81
COMMAND INPUT ===> SCROLL ===> CSR
20200227161523.533412 AZFSIDP1:continueAuthTransaction: input state MGT_SEND_GHE
20200227161523.533418 AZFSIDP1:SDTrace: CheckServerAddress: server 0 detected fr
20200227161523.533421 AZFSIDP1:SDTrace: Entering decrypts_ok()
20200227161523.533425 AZFSIDP1:SDTrace: decrypt_packet() decrypting len=544
20200227161523.533447 AZFSIDP1:SDTrace: Entering check_trailer()
20200227161523.533451 AZFSIDP1:SDTrace: Leaving check_trailer()
20200227161523.533456 AZFSIDP1:SDTrace: decrypts_ok() Y0X372DF000° V5 message: A
20200227161523.533460 AZFSIDP1:SDTrace: Leaving decrypts_ok(), result=TRUE
20200227161523.533463 AZFSIDP1:SDTrace: set_load_balance_event() data received o
20200227161523.533467 AZFSIDP1:SDTrace: CheckResponse() Y0X372DF000™ OK - length
20200227161523.533471 AZFSIDP1:SDTrace: DoNetTODone() YOX372DF000° - (state
20200227161523.533474 AZFSIDP1:ATter DoNetIODone, mgtState=2012, userState=4, st
20200227161523.533478 AZFSIDP1:continueAuthTransaction: STATE_GHECK_DONE
20200227161523.533481 AZFSIDP1:continueAuthTransaction: output state MGT_GET_NEX

20200227161523.533484 AZFSIDP1:AZF3002W: User must provide next tokencode
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TICISG700A ENTER USERID -
rona
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TIISB476T ENTER PASSHORD:
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TSS70B0E CA AAM: Enter Next Token code at mext logom
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TSS70561 Passcode validation completed for CA RSA-controlled user
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SDV54 UTPUT DISPLAY AZFMFA  S0111330 DSID 101 LINE 993 COLUMNS 02- 81
COMMAND INPUT ===> SCROLL ===> CSR
20200227155857.905739 AZFSIDP1:continueAuthTransaction: input state MGT_SEND_GHE
20200227155857.905745 AZFSIDP1:SDTrace: CheckServerAddress: server 0 detected fr
20200227155857..905748 AZFSIDP1:SDTrace: Entering decrypts_ok()
20200227155857.905752 AZFSIDP1:SDTrace: decrypt_packet() decrypting len=544
20200227155857.905774 AZFSIDP1:SDTrace: Entering check_trailer()
20200227155857.905778 AZFSIDP1:SDTrace: Leaving check_trailer()
20200227155857.905783 AZFSIDP1:SDTrace: decrypts_ok() Y0X372GE000™ V5 message: A
20200227155857.905786 AZFSIDP1:SDTrace: Leaving decrypts_ok(), result=TRUE
20200227155857.905790 AZFSIDP1:SDTrace: set_load_balance_event() data received o
20200227155857.905794 AZFSIDP1:SDTrace: CheckResponse() YOX372CE000™ OK - length
20200227155857.905797 AZFSIDP1:SDTrace: DoNetTODone() YOX372CE000™ - (state
20200227155857.905801 AZFSIDP1:After DoNetIODone, mgtState=2012, userState=4, st
20200227155857.905804 AZFSIDP1:continueAuthTransaction: STATE_GHECK_DONE
20200227155857.905807 AZFSIDP1:continueAuthTransaction: output state MGT_GET_NEX

20200227155857.905810 AZFSIDP1:AZF3002W: User must provide next tokencode
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